Protecting the Family:
Internet Risks &
Safety Tips
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Revealing
too much

info

Daughter’s Facebook post botches dad’s
$80,000 settlement deal

A former Florida prep school headmaster was set to receive an $80,000 settlement after
suing his former school, but his daughter ruined the deal by blabbing it about on

Facebook.

BY PHILIP CAULFIELD / NEW YORK DAILY NEWS / Monday, March 3, 2014, 12:26 PM

nydn.us/1eMyQVW
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Credit, http://www.nydailynews.com/



$1,070,711,522

Losses Reported

Complaints Received
\\ 7/
Regiu

criminals 88421

Complaints Reporting a Loss

$3,718

Average Dollar Loss
Overall

$560

Median Dollar Loss

Credit, https://www.ic3.gov
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Online addictions leading
to job loss

City employee fired after watching porn on

the job for 39 hours over two weeks

Credit, https://www.baltimoresun.com



Reputational



UNITED STATES OFFICE OF PERSONNEL MANAGEMENT
Washington, DC 20415

This is a duplicate of the notification that we previously sent vou. Your initial letter was returned, and we are
resending it so that vou may sign up for credit / identity monitoring services if vou have not done so already.

A B C D E

Dear :

As vou may know, the Office of Personnel Management (OPM) was the target of a malicious cyber intrusion
carried out against the U S, Government. which resulted in the theft of background investigation records. Most of
the individuals whose information was stolen previously provided information for a background investigation or

were listed on a background investigation form by a spouse or co-habitant.

Credit, personal communication — "John Doe”




Sexting

Phillip Michael Alpert

on: | Sexual Offender
Name: ‘ Phillip Michael Alpert

| Released - Subject to
Registration
f | X61836

#: | Search the Dept of Corrections
Website

f Birth: | 09/22/1989

Race : ' White
Sex: | Male
Hair lBlond

s: | Black
-l 511"
t: | 145 lbs

Alpert is registered as a Sexual Offender.
Positive identification cannot be established unless a
fingerprint comparison is made.

Date Of Photo: 05/05/2014

Crime Information - Qualifying Offenses

SEMD CHILD POBM: F.S. 847.0137(2) (4 71635 Adjudication
Withheld

counts)

Credit, http://offender.fdle.state.fl.us/
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Social Media Background Check
$
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Credit, http://gizmodo.com/
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best



|dentity Theft

Day or less to Month or more
resolve to resolve

Credit, http://www.bjs.gov/




Online too much..

sl
;! WWW 2 Hours
' = Access the internet for
g C’T ‘ED | | reasons other than home-

work seven days a week

Average time kids spend

online school days other
than for homework

5%

Missed school
the next day

Are online @ 11pm or
later on a school night

10% =& i

Were late to school

37%

Felt tired the next day

33%

Are online until midnight

or later on a school night
Credit, safeandsecureonline.org



Physical Safety

NOBODY




Malfunctioning
Implanted
Medical Device
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Distracted
driving




M a | I C I O U S C www.methodisthospital.net

Internal State of Emergency due to a computer virus

S Oftwa re ethodist Hospital is currently working in an h

III METHODIST

HOSPITAL

Qur mission 1s your health.

Credit, http:// Krebsonsecurity.com



Cyber Bullying






Predat

>
21%

Revealed their phone Spoke by phone
number to a stranger with a stranger

OF THOSE KIDS
Connected or
11% =
chatted o\ u _ 30%
. . et a stranger in (o]
online with m their own home, %

the stranger’s home, Texted a stranger
- Stranger a park, mall or from their phone

restaurant

Credit, safeandsecureonline.org

Tried to meet
a stranger

o K

Revealed their home
address to a stranger




Credit, www.lds.org



Pornography +...

Avoid pornography at all costs!

XXX
S 7/19771(2./3 S - M ONAGI, ——

17%

Visit sites with
sexual photos or
adult videos

Credit, safeandsecureonline.org

Credit, http://www.godtube.com/watch/?v=gMJF2FNU


http://www.godtube.com/watch/?v=9MJF2FNU
http://www.godtube.com/watch/?v=9MJF2FNU

...Mmany access points

B{, Have a cellphone
90% '
‘ 64°, Have a tabl-

Have a computer
in bedroom

Credit, http://safeandsecureonline.org




Goal 3 —Internet
Safety Tips



» Start Early
 Respect

 Don’t enable



e Use

e Monitor
Communicate

« Don’t




 Teach

e Protect

* Protect, Update
Backup




 Discuss

 Teach



